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REGISTRATION & AUTHENTICATION WORKFLOW

BeCa IT Authentication
for Sage 300

Sequence diagrams for the registration (enrolment) and authentication
(sign-in) flows of both Single Sign-On (SSO) and Multi-Factor
Authentication (MFA).

Applies to Sage 300 2023, 2024, 2025, 2026 and 2027 - 2023 PU2 — 2027 - Document revision 2026-09

BeCa IT Authentication for Sage 300 - revision 2026-09 becait.com - info@becait.com - +84 1900 1509



Each flow below is a sequence diagram: the boxes across the top are the participants, the dashed
vertical lines are their timelines, and the arrows are the messages between them, read top to bottom.
Solid arrows are requests; dashed arrows are responses.

@ Administrator @ User @ Sage 300 + BeCa IT Authentication @ Identity provider (Microsoft / Google / Okta)

@ Authenticator app

Contents
1. SSO — Registration (one-time set-up)
2. SSO — Authentication (each sign-in: Web Screens & Desktop)
3. MFA — Registration (first-sign-in enrolment)

4. MFA — Authentication (each sign-in)

1 SSO — Registration (one-time set-up)

An administrator registers an application with the identity provider, enters the values in the Admin tool,
and enables each person’s Sage 300 user for SSO. There is no per-user self-registration.

T — .Ident|ty provider Sage 300 T
(Microsoft / Google / Okta) BeCa IT Authentication

Register application: redirect URIs + client secret

Tenant / Client ID + Client Secret

Admin tool: enter IDs, generate HMAC key, enable provider, Save — system store
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Create SSO user — Windows auth - Domain MICROSOFT/GOOGLE/OKTA - Windows User = UPN
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v Once enabled & licensed, the “Sign in with Microsoft / Google / Okta” button appears at sign-in

2 SSO — Authentication (each sign-in)

At each sign-in the user authenticates with their identity provider; Sage 300 then runs as that person'’s
own Sage 300 user. This is the standard OpenID Connect Authorization Code exchange with PKCE.
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2a — On Sage 300 Web Screens

Sage 300 Web + Identity provider

BeCa IT Authentication (Microsoft / Google / Okta)

Click “Sign in with Microsoft / Google / Okta”
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Redirect: OAuth 2.0 request + PKCE

User authenticates
(+ provider policy / MFA) D

Redirect to /SSO/Callback + auth code

Exchange code for token (PKCE verifier)
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ID token

Validate token;
D map UPN - Sage 300 user

Sage 300 Home — signed in

2b — On Sage 300 Desktop

Sign-in helper + Identity provider

Sage 300 Desktop (Microsoft / Google / Okta)
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Start SSO sign-in

Y

Open system browser — auth request
loopbacK redirect, PRCE) »

User authenticates )

Redirect to http://127.0.0.1 + code

Exchange code for token (PKCE)

ID token

Validate token; hand
D identity to Sage Desktop

Sage 300 Desktop — signed in
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3 MFA — Registration (first-sign-in enrolment)

MFA needs no per-user provisioning. Once enabled, every user enrols their own Authenticator app the

first time they sign in.

Sage 300 + Authenticator app
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BeCa IT Authentication

Sign in (Sage password or SSO)

Y

MFA on & user not enrolled —
D build QR + manual key
Show enrolment screen (QR / key)

Scan QR (otpauth:// provisioning URI)

Shows rolling, 6-digit codes

Enter current 6-digit code (confirm)

Verify code; store
D secret (encrypted)

Enrolled — continue into Sage 300
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) BeCalT — Sage 300 — Set Up Authenticator X

Scan the QR code with your authenticator app, then enter the 6-digit
code below to confirm.

Manual key (if you can't scan):

JBSWY3DPEHPK3PXP NQXC2 TM4A

Enter the 6-digit code:

OK Cancel
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B BeCalT — Sage 300 — Authenticator X

Enter the 6-digit code from your authenticator app.

OK Cancel

© 2026 BeCalT becait.com

The enrolment screen (scan QR) and the 6-digit confirmation prompt the user sees.

4 MFA — Authentication (each sign-in)

Once enrolled, the user supplies a fresh Authenticator code as a second factor at every sign-in.
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Sage 300 + Authenticator app
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BeCa IT Authentication

Sign in (Sage password or SSO)

Y

Prompt for 6-digit code

Open app
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Current 6-digit code

Enter code

Y

) Verify server-side (+ clock drift)

Signed in

SSO and MFA together. When both functions are licensed and enabled, the SSO flow (Section 2) runs
first, then the MFA flow (Section 4) — the two diagrams chain back to back within a single sign-in.
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